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Identity orchestration enables organizations to build flexible, adaptive user journeys that can 

adapt to the ever-changing requirements of modern organizations. Many use cases require 

advanced capabilities such as integrated identity verification, document verification, or 

qualified electronic signing to serve the security, risk management, and regulatory 

requirements of organizations. This whitepaper provides insight into what organizations 

should look for when selecting solutions for modernizing their user journeys. It also puts a 

spotlight on the Xayone platform as one solution serving this market. 
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Introduction 

In the Digital Age, digital identities shift to the center of attention. Every interaction, be it of 

citizens with governmental agencies, of suppliers with their B2B customers, of consumers 

with businesses or whatever else starts with the onboarding of digital identities. While this is 

established for low complexity use cases such as customer onboarding to retailers, there are 

many use cases that require advanced solutions. This includes high risk use cases such as 

luxury retail or banking, highly regulated industries such as telecommunications or finance, 

but also the entire supply chain onboarding, where regulations, supply chain risk 

management, and the complexity of integrated onboarding schemes for organizations and 

their employees mandate the use of advanced solutions. 

Today, many of these use cases are covered by either custom-built solutions that are difficult 

and costly to adapt, or served by processes involving manual steps, causing process 

inefficiency and high process cost. The lack of flexibility of such approaches stands in stark 

contrast to the need for agility in the Digital Age. 

Custom-built solutions and manual processes don’t deliver to the 

agility needs in the Digital Age. Identity orchestration provides the 

flexibility organizations need for handling digital identity flows. 

Identity orchestration that supports a wide range of capabilities such as authentication flows, 

consumption of fraud risk signals, document uploads, identity verification, and digital signing 

enable organizations to quickly adapt their user journeys to changing requirements. New and 

changing organizational and business requirements, new regulatory requirements, but 

especially also the feedback from users and from the analysis of user journeys and the user 

experience mandate the ability to quickly adapt user journeys. Adaptive identity orchestration 

allows for rapid changes that align with the agility of today’s digital business and 

eGovernment interactions. 

We strongly recommend organizations to review their current state and capabilities in this 

area and evaluate solutions for modern identity orchestration. The Xayone platform is one of 

the solutions in the market, specifically targeting the highly regulated, complex use cases 

that are underserved today. 

Highlights 

• The need for flexible identity orchestration in the Digital Age: Custom-built solutions 

and manual workflows fail in providing the required level of security, compliance, and 

agility. 

• Secure onboarding and identity verification are at the forefront of every digital 

interaction, with many use cases requiring more advanced capabilities than are 

commonly found in standard CIAM solutions. 



 Whitepaper: 80961 

Enabling Smart Business Processes: Orchestrating Digital Identities & Signing 

 

 

 © 2024 KUPPINGERCOLE ANALYSTS AG 4 

 

• Integrated onboarding of organizations and their employees along the supply chain 

adds to the complexity, particularly in highly regulated industries. 

• Identity orchestration provides the foundation for efficient, adaptive user journeys that 

serve the agility needs of the Digital Age. 

• The Xayone platform provides strong orchestration backed by a wide range of 

advanced capabilities for serving the needs of managing complex user journeys in 

regulated industries. 

Empowering digital identities: Secure onboarding & 

digital signing 

Digital business and eGovernment start with the onboarding of users. This is the first 

touchpoint, requiring user-friendly yet secure approaches, particularly in more 

complex use cases. Solutions must support advanced capabilities such as identity 

verification and digital signing to empower organizations to efficiently implement 

modern user flows. 

We are in the Digital Age. Everything is becoming connected. Digital Identities are at the 

center of the Digital Age. Digital Identities of individuals, of things, but also of organizations. 

Interactions and transactions continue to shift towards digital models. 

That unstoppable evolution raises new challenges. Is the digital identity really the one of this 

individuum? Are things and devices correctly related between each other and to the 

individuum? Is that individuum entitled to act and sign on behalf of an organization? 

Empowering digital identities is essential for success in the Digital 

Age. 

Empowering digital identities for individuals and organizations is essential for success in the 

Digital Age. This involves aspects such as 

• Digital onboarding: The process of mapping a human or another entity such as things 

or organizations to a digital identity, be it a newly created one or by reusing already 

existing digital identities. 

• Identity relationships: The ability to map and manage relationships between identities 

such as individuals and organizations or individuals and things or devices. 

• Digital signing: The ability for performing legal (trans)actions that require signing, 

such as opening up bank accounts, certain financial transactions, or many of the 

interactions with governmental agencies. 

• Reusable, decentralized identities: The ability to rely on existing identities, in 

particular decentralized identities that are emerging also in the context of the EU 

eIDAS 2.0 regulation and the upcoming EU DI (Digital Identity) wallets. 
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All that starts with the secure and reliable onboarding of individuals and organizations and 

empowering these to act in business with their digital identities. Onboarding and equipping 

digital identities with electronic signatures, including qualified electronic signatures (QES) 

that are required in various use cases, is the starting point for doing real business and 

government interactions in the Digital Age. 

The challenges in dealing with digital identities vary between industries and use cases. 

Where complex regulations such as KYC (Know Your Customer) and KYB (Know Your 

Business) exist, for instance in the finance industry in relation to AML (Anti Money 

Laundering) regulations, identity verification as well as QES (in contrast to “just electronic 

signatures with a lower level of assurance) are higher. Other samples are the 

pharmaceutical industry with their GxP (good practice) requirements, with regulators such as 

the U.S. FDA (Food & Drug Agency) defining these practices. 

 

Figure 1: Requirements on the level of verified digital identities and QES for signing vary between industries and use cases. 

With more and stricter regulations, but also strong verified identities and QES becoming 

available by default in more and more regions and for more and more use cases, we expect 

a further increase in adoption of these technologies, but also more mandates to use such 

advanced technologies for increasing the resilience of digital businesses and digital 

governmental services. 

Enabling secure onboarding of digital identities and the ability for a valid digital signing are 

amongst the foundational technologies of the Digital Age. It all starts with verified identities 

and their ability to do business and other interactions in the digital world. This requires 

adequate technologies that are capable of handling different types of identities, be it citizens, 

consumers, B2B customers, or organizations in the B2B context. Traditional CIAM 

(Customer IAM) with its narrow focus is not sufficient anymore for the complexity of business 

in the Digital Age. 
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The organizational context: Supply chain onboarding of 

businesses & individuals 

Amongst the complex use cases that still are underserved is the integrated 

onboarding of organizations and individuals along the supply chain. In many 

industries, the complexity of such processes is increasing due to strict regulatory 

requirements, while traditional manual processes or custom-built solutions fail in 

providing the agility needed in the ever-evolving, modern digital business. 

Some of the scenarios where this demand arises are shown in Figure 1. Two that are of 

specific interest for today’s digital business are 

• GxP compliant supplier onboarding in the pharmaceutical industry 

• Onboarding of organizations/businesses and individuals in the finance 

industryFehler! Verweisquelle konnte nicht gefunden werden. 

Both use cases involve both the onboarding of organizations and of individuals. Both require 

a strong identity verification. Both require qualified digital signing. They exemplify the need 

for having solutions in place that enable efficient onboarding of both business and 

individuals along the supply chain. Supply chain security has moved to the center of 

attention in the past years, due to various security incidents. Regulations such as DORA 

(Digital Operations Resilience Act) in the EU put specific emphasis on the need for 

strengthening supply chain security. 

Common solutions in IAM struggle in covering these use cases: 

• CIAM (Consumer IAM) commonly focuses on low-end/low-complexity use cases in 

the consumer space, including consumer-centric authentication schemes and 

integration to marketing automation solutions 

• Workforce IAM approaches focus on managing fine-grain entitlements across a wide 

range of services 

Traditional workforce IAM and CIAM solutions are not built for 

serving the complex user journey requirements in highly regulated 

industries. 

Thus, specific, integrated solutions for use cases such as the above-mentioned ones 

frequently are lacking in organizations and implemented with manual, partially paper-based 

or low-security approaches. Alternatively, these are implemented as home-grown solutions, 

with all associated challenges of custom-built solutions. Only a small number of solutions in 

the market provides the orchestration capabilities and either built-in support or out-of-the-box 

integrations across identity verification, modern authentication, and digital signing. 
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A closer look at above-mentioned use cases illustrates their complexity. For supplier 

onboarding, on one hand the organization must be onboarded, involving various proofs like 

certifications, from pharma-specific ones to generic IT certifications or proofs of successful 

audits such as for ISO 27001. Also, agreements and contracts must be signed, from NDAs 

(Non-Disclosure Agreements) to procurement-related contracts. This requires (electronic) 

signing. While QES is not formally mandated, it increases the level of compliance. That then 

also requires that the signees are onboarded and verified. QES are by default linked to 

verified identities, and the use of QES requires strong authentication. Aside of onboarding 

the organizations and signees, commonly other employees of these organizations must be 

onboarded for having access to facilities and IT systems of the pharma company. With the 

high regulatory requirements in pharma, strong identity verification done efficiently in 

automated processes helps in streamlining the onboarding process and in reducing process 

cost. 

Similarly, financial organizations must have strong approaches for identity verification and 

digital signing in place to comply with a wide range of regulations. Integrated and 

streamlined approaches help in process optimization and cost reduction. Given that large 

financial institutions spend hundreds of millions of dollars and more per year just for 

regulatory compliance, there is a huge potential for cost savings 

Complex use cases, especially along the supply chain and in regulated areas, require 

solutions that go beyond traditional IAM and help in orchestrating various capabilities into 

consistent, integrated, and seamless processes. 

Providing flexibility: Orchestration is key 

Identity orchestration provides a means of speeding up the delivery and continuous 

optimization and transformation of user flows. However, identity orchestration 

solutions must provide a wide range of capabilities to also serve the complex use 

cases in regulated industries well. 

Orchestration is the magic word herein. Today, organizations mostly rely on broken 

processes involving manual tasks, or on custom-built solutions that are difficult to maintain. 

Standard processes for onboarding in low-complexity scenarios such as consumer 

onboarding are well-supported by many solutions in the market. However, it becomes 

complex when it is about more complex flows that involve steps such as 

• setting up additional authentication steps for interactions requiring advanced security 

• requesting and uploading additional documents 

• data updates 

• setting up digital signatures and deploying these to the user 

• integrating to fraud intelligence systems 

This frequently results in high custom development but solutions that deliver a rather low 

usability and user experience and that are difficult to quickly adapt to new requirements. 

That flexibility and adaptability is key to success, because especially complex flows tend to 

require adaptation more frequently. A standard customer onboarding flow with some 
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registration information is a common flow. For complex interactions, there usually are more 

change requests not only due to changing requirements from the business, but also from 

learnings from practice on what works well or not. Without strong, easy-to-use orchestration 

capabilities, building user journeys for complex use cases such as the ones described above 

tends to result in high cost and low user experience. 

Identity orchestration provides the agility that custom-built solutions 

and manual processes fail to deliver. 

Orchestration capabilities include 

• broad out-of-the-box support for integration with other systems 

• flexible integration to other systems via APIs 

• multi-channel support across web, mobile apps, and others 

• drag & drop customization for easy adaptability 

• personalization support to run workflows in the context of specific users 

While basic orchestration and workflow support is common across applications, the 

integration to specific, complex services such as QES services, fraud intelligence, and 

others requires advanced capabilities that are rarely found, but will make the difference 

when it comes to efficiently setting up user journeys and supporting the advanced use cases 

that arise in organizations for instance around employee onboarding, supply chain 

onboarding, or in many eGovernment use cases and in highly regulated industries. 

Orchestration must cover more than just the standard onboarding workflow or flexible 

authentication flows to support the complex scenarios business are facing in the Digital Age. 

Xayone CIAM: Orchestrating digital identities into 

business processes 

The Xayone platform is an integrated identity management platform including strong 

identity orchestration capabilities. It supports advanced features such as strong 

identity verification, fraud risk management, document verification and tamper-proof 

storage, and QES integration. 

Xayone, a provider of solutions for identity management, access management and trust 

services, headquartered in Luxembourg and with branches in Dubai and Casablanca, is one 

of the rare players in the market focusing on complex orchestration use cases around digital 

identities, including QES, to enable organizations in delivering the solutions they need for 

succeeding in the Digital Age. 

Xayone’s platform integrates a range of capabilities that are supported by a set of common 

services, including the orchestration services. The four main capability areas served by the 

Xayone platform are 
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• Identity & Access Management, providing core capabilities for managing the 

identities of users and their access 

• Customer Onboarding, Identity Verification, KYC & AML Compliance with advanced 

services for regulated use cases 

• Trust Services & Archiving, delivering, amongst others, support for QES and 

compliant archiving 

• Data Governance & Lifecycle Management for keeping control about sensitive data 

The orchestration capabilities are one of the common services that links the various other 

services. It allows for designing workflows based on no-code/low-code drag & drop design. 

This allows for instance for configuring authentication journeys, defining when step-up 

authentication is required. This also can integrate with the internal fraud prevention 

mechanisms or external fraud prevention providers for gathering risk signals. 

 

Figure 2: The Xayone platform covers a wide range of capabilities, including no-code orchestration across the supported 
functions. 

Another use case for the orchestration flows is requesting additional information, which can 

be additional data and data updates, but which also can involve the upload of documents 

such as supplier questionnaires or proofs of certifications or ID documents. Documents are 

stored securely and receive their own ID, which also prevents documents from being 

tampered. 

Also, documents such as terms & conditions can be integrated into the flow, as well as the 

consent handling. As already mentioned, digital signatures, including QES from a variety of 

providers across many countries, also can be embedded in such orchestrated user journeys 

and workflows. 
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Another important area where the orchestration capabilities of the Xayone platform support 

building advanced solutions is around the KYC processes. Regulated industries such as 

finance, telecommunications, pharmaceuticals, but also eGovernment require advanced 

support for identity verification and subsequent processes, including identity document 

scanning and proofing, liveness detection, and other capabilities. Xayone provides a wide 

range of features in that area as well as integration with external services and to the existing 

backend systems, enabling rapid delivery of complex, compliant user journeys with a strong 

user experience and high degree of adaptability. 

The Xayone platform provides the foundation for flexible identity 

orchestration, enabling to build adaptive user journeys even for 

highly complex use cases in regulated and high-risk environments. 

The success of organizations, be it businesses or governmental agencies, in the Digital Age 

requires the ability to provide both an excellent user experience and a high level of security 

and regulatory compliance. This requires modern digital identity solutions that are backed by 

flexible orchestration and a rich set of capabilities and both out-of-the-box integrations and 

API-based integrations. The Xayone platform is a solution built for serving the advanced 

identity flows in the Digital Age. 

Recommendations 

The continuous innovation in the Digital Age requires a high degree of agility from 

organizations. With the interaction between organizations and their users, be it B2B 

customers, citizens, or consumers being at the forefront of digital business, but also a 

potential entry point for attackers and fraudsters, and regulations becoming stricter and 

stricter, modern solutions for managing digital identity flows with a high level of assurance 

are needed. Orchestration is a key element of such solutions. When building such solutions, 

these are eight key capability areas in identity orchestration: 

1) Drag & drop, no-code/low-code orchestration of workflows 

2) Support for versioning and staging in deploying changes to workflows 

3) Enabling flexible configuration of authentication flows including fraud detection 

4) Integration of identity verification 

5) Integration with document flows and tamper-proof document storing 

6) Ability for gathering consent information and user data ingestion 

7) Flexible integration capabilities, both out-of-the-box and API-based 

8) Integration to digital signing, including QES (Qualified Electronic Signatures) 

We strongly encourage organizations to focus on modern orchestration instead of custom-

built, coded solutions. The need for rapidly responding to changes in organizational and 

business requirements as well as regulations and for being able to optimize user journeys 

continuously on feedback and user analytics requires flexible approaches. This is what 

identity orchestration delivers.  
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